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B 2017 rogy npoaykTtbl «Jlabopatopun Kacnepckoro» npuHANm
yyacTtme B 86 He3aBUCUMbIX TecTax U ob63opax. B 72 cnyyasix oHu
3aHAnM NepBoe MecTo 1 78 pas BowwKn B Tpourky ny4dwmx (TOMM-3).

«Jlabopatopus
Kacnepckoro»

1-e mecto — 72 pasa
Yyactue B 86
TecTtax/ob3opax

TOP 3=91%
BitDefender

Symantec

Trend Micro

Sophos .

* Mpumeyanms.

» BkntoyaeT TecTbl NpoayKToB Anst 6usHeca, JOMaLLHMX
nonb3oBaTenen n MoGUnbHbIX NpunoxeHuin 3a 2017 roa.

» B 0630p BOLIMKM TECTbI, NPOBEAEHHbIE CreayoLMU
He3aBucMMbIMK nabopatopusamu: AV-Comparatives, AV-
Test, SELabs, MRG Effitas, VirusBulletin, ICSA Labs, PCSL.

* TecTupoBanucb Bce AOCTYMNHbIE TEXHOMOMMM 3aLUThbl MPOTUB
MN3BECTHbIX, HEN3BECTHbIX U KOMMIIEKCHbIX Yrpo3.

* [JnameTp Kpyra COOTBETCTBYET UMCIY 3aHATbIX NEPBbLIX MECT.
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TOI1-3 oTpaxaeT NpoUeHT nonagaHusa NpPou3BoauTenNs B TPOUKY . Komso Komn-so T Kon-so
nunaepoB B Xxoane He3aBUCUMbIX TeCTOB B Teé4eHune otT4eTHoro TecTORB mecT B TOM-3 B TOM-3 nepBbIX MecT
nepuopaa (KaneHgapHoro roga).
5 . «Jla6opaTopus 86 78 91% 72
B umcno npousBoanTenen 3amuTHbIX pELLEeHN, y4acTByOLWMX B 0630pax, BxoadaT: Avast, AVG, K
Avira, BitDefender, ESET, F-Secure, G DATA, McAfee, «JlabopaTopusa Kacnepckoro», Microsoft, acnepckoro»
h T Micro. I 7 -
Sophos, Symantec n Trend Micro. MNMonHbIN CINCOK KOMMaHWA-y4aCTHUKOB MPUBEAEH B KOHLE 3TOro e e 61 44 7204 36
OOKYMeHTa.
Ha guarpamme npefnctasreHbl TOMNbKO Te MPOM3BOAMTENW, KOTOPbIE y4acTBOBann He MeHee YeM B Symantec 66 40 61% 27
35% TecToB.
YyacTtue B nobom TecTe BNMSET Ha ABa nokasatens kaxgoro npoussoautena: TOIM-3 n YyacTtue. Trend Micro 68 32 47% 28
1. Mokasatenb TOl-3 yBenuumBaeTcsa Kaxapli pas, Koraa y4acTHUK 3aHMMaeT OHO U3 NepBbIX ESET 60 31 5204 18
Tpex mecT. OcTanbHble MecTa He BNUSOT Ha NokasaTtenb. Ecnm ogHo 1 To e MecTo B TecTe
3aHMMaT HECKOMbKO NPOM3BOAMTENEN, TO MECTO CIEAYIOLLEro Y4acTHMKA paccuMTbiBAeTCs No Avast 50 19 38% 14
dopmyrie «KONMYECTBO Y4acTHUKOB € bonee BbICOkMMM BGannamm + 1». Takum obpasom,
BO3MOXHa nocnegoBaTenbHOCTb MecT 1, 2, 2, 4, Ho He 1, 2, 2, 3. OTo o3Ha4aeT, YTo B
AVG 42 14 33% 9
nocnegosatensHocTn 1, 2, 2, 4 3HadeHue TOIM-3 NOBbICUTCS TOMBKO Y NEPBbIX TPEX
npounssoautenen. VicknioyeHne genaeTcs Ans TeCTOB, r4e NepBbiM MeCTaM NpUCyXaarTcs
) o o _ Sophos 30 13 43% 8
«paHrmy»: Nepebl, BTOpor 1 T. 4. B aTom cniyyae nokasatens TOl1-3 noBbilwaeTcs aons
npon3BoguTenen, NonyyYmMBLLMX NepBble Tpu paHra. Kaxxabii TpoayKT ydacTHUKa, He3aBUCUMO _ o
OT APYrMX MPOOYKTOB TOrO e NPOU3BOAUTENS, MOXET BNMATbL Ha nokasatenb TOIMM-3. Avira 32 12 38% 7
2. Kaxgbin pas, korga npoaykT Npou3BOAMTENS yyacTByeT B 0630pe unm tecte (HE3aBUCUMO OT G Data 38 11 2004 11
pesynbTaTa), noka3aTenb Y4acTus Npou3BoanTENs yBenmymMBaeTcs.
KoHeuHbIn pesynbTart (3HaveHne TOM-3) paccuntbiBaeTCcs Kak oTHoLEHWe nokasatens TOM-3 k McAfee 45 11 24% 9
nokasaTento Y4yacTus NnpousBoanTens B TeCTax U U3mMepsieTcs B NpoLeHTax.
F-Secure 37 4 11% 4

HaHHble yyacTus B TecTax 3a 2017 rog cobvpanuck BnnoTb Ao 1 despans 2018 roga. NMocne aTton

[AaTbl HOBble AaHHble 06aBUTL YXe ObINo Henb3s. )
Microsoft 38 0 0% 0
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TeCTVIpOBaﬂaCb CTeneHb 3alunTbl NPOoAYKTa C Yy4eTOM JIOXKHbIX Cpa6aTblBaHMVI
npum ncnonb3oBaHnM BPpeaOHOCHOIO no Pa3HbIX TUNOB, BKITIKO4YadA nepeanoBblie yrpo3bl.

CNEUNATTNSNPOBAHHDIE YIPO3bl

NMPOrPAMMbI-BBIMOIATENA
* MRG-Effitas. NonHas oueHka 1 ceptndmrkaums

* MRG-Effitas. CpaBHUTENbHAsi oueHka 3 PeKTUBHOCTH
KopropaTMBHbIX HABOPOB NporpaMm 3aLnTbl NPOTUB
nporpaMM-WncpoBarnbLUMKOB B pearibHbIX YCNOBUSIX

 SELabs. TecTpoBaH1e kOpnopaTUBHbLIX 3aLLUTHBLIX MPOAYKTOB

« SELabs. TecTMpoBaHue NOTPeGUTENBCKMX 3aLLUTHBIX
NpoAayKToB

* SELabs. TecTMpoBaHue 3aLLMTHbIX MPOAYKTOB Arsi Maroro
OusHeca

* AV-TEST. [IByxmecsa4Hasi cepTudmKaumsa noTpebnuTenbCcKkmx n
KOpropaTMBHbIX NPOAYKTOB

+ AV-Comparatives. [iIutHaMmmyeckoe TeCTUPOBaHME 3aLLuThl,
obecneymBaemMon BCeMN (PYHKLMOHANBHBEIMN BO3MOXHOCTAMMU
npopykta (WPDT) B «peanbHbIX» yCNOBUSIX

» AV-Comparatives. TecT Ha 3awwmTy oT BpegoHocHoro 10

SCKMNONTHI
» SELabs. TecTMpoBaHWe KOpNopaTUBHbIX 3aLLUMTHBLIX MPOAYKTOB

» SELabs. TecTupoBaHne noTpebnTENLCKNX 3aLMUTHBIX
NPOAYKTOB

* SELabs. TecTupoBaHue 3aLLMTHbLIX MPOAYKTOB ANsi Marnoro
6usHeca

» AV-Comparatives. TecTrpoBaHue KOpnopaTUBHbIX PeLLEHNIA
6e3onacHocTu

BPEAOHOCHOE No AjiA ®UHAHCOBbIX CUCTEM

* MRG-Effitas. CepTudukauus peweHnii ns 3awmTbl CUCTEM
OHnarH-6aHkuHra/6paysepos

* MRG-Effitas. NonHas oueHka 1 ceptudmkaums

APT-YIPO3bl
* ICSA. CepTudmkaums peLleH1in no sawmre ot nepeaoBbIX
yrpo3s
PULLINHI

* AV-Comparatives. TecTupoBaHue 3awuTbl OT PULLMHIA

TECTUPOBAHUE CNEUNANTN3IUPOBAHHbIX
NMPOAYKTOB

TECTUPOBAHUE NPOOYKTOB ON1A ANDROID
* AV-Comparatives. O630p moburnbHowm 6e3onacHocTu
» AV-Comparatives. TectupoBaHue npogyktos ansa Android

* AV-TEST. TecTnpoBaHve NpoayKToB ANS 3auTbl MOBUIBHbIX
yctpoucTte Android

* MRG-Effitas. MNonHoe TecTnpoBaHue athheKTUBHOCTA
aHTuBMpycHom 3awntbl Android

* PCSL. TecTupoBaHue 3awmnTHbIX NpoaykToB Ans Android

TECTUPOBAHMUE NMPOAYKTOB ANA MAC
» AV-Comparatives. O63op 6esonacHocTn ans Mac

* AV-TEST. TecT 3aWwuTHbIX NpoAyKToB Ans Mac

TECTUPOBAHUE BOCCTAHOBIIEHUA
» AV-Comparatives. TecT Ha yganeHue BpegoHocHoro N0
* AV-TEST. TectnpoBaHue acbHeKTUBHOCTN BOCCTAHOBIEHNS

* AV-TEST. CpaBHuUTenbLHOE TECTMPOBAHME BOCCTAHOBIEHMS

TECTUPOBAHUE B PEAJIbHbIX YCNTOBUAX

* AV-Comparatives. [lJuHamumyeckoe TeCTUpOBaHNE 3aLLUunThl,
obecneyriBaemon BCeMn PYHKLMOHAMbHBIMU BO3MOXHOCTAMM
npoaykta (WPDT) B «pearnbHbIX» YCNOBUAX

« [ByxmMecsuHasi cepTudukaumsa AV-Test: noTpebuTensckue u
KoprnopaTuBHbIe NPOAYKTbI

« SELabs. TecTMpoBaHue KoprnopaTUBHbIX 3aLLUTHbLIX NMPOAYKTOB

« SELabs. TecTMpoBaHue NoTpebuTenbCKNX 3aLUTHBIX
NPOAYKTOB

» SELabs. TecTvpoBaHue 3aLMTHbLIX MPOAYKTOB AN Manoro
6usHeca

TECTUPOBAHUE CTATUYHOW 3ALLUUTDI

* Virus Bulletin. CpaBHuTenbHbIN 0630p 1 ceptudumkaums VB100

TECTUPOBAHME JIOXHbIX CPABATbIBAHUN

* Bce onuncaHHble Bbille TeCTbl BKIIOYAOT U3MEpeHue yucna
TNOXHbIX cpabaTbiBaHUi
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B 2017 roay Ana BblYUCIIEHUS NoKa3aTens
TOI-3 npoBoguNUChL cneayolme TeCTbl:

AV-COMPARATIVES
* MpoaykT ropa

Harpaga npucyxgaeTtcs nyyiiemy npon3BoauTenNto no
pesynbTaTam Bcero roga. B uvkn BxogsaT crnegytoLime TecTbl:
TecTnpoBaHue 3awuTbl 0T BpegoHOCcHOro MO (TecT Ha oHnanH-
0oBHapyxeHne halnrnoB + BbIMNONHEHNE hannos) + AnHaMn4yeckoe
TeCcTMpoBaHue 3alunTbl, obecneyrBaemMon Bcemu
PyHKUMOHaNbHLIMKU BO3MOXHOCTAMM npoaykTa (WPDT) + TecT Ha
yaaneHue BpegoHocHoro MO + TectupoBaHue
npounssoguTensHoctu. CornacHo npasunam aTon nabopartopuu,
ecnun aBa unu 6onee npon3BoanTENS NOMy4aroT OAUHAKOBYIO
MaKCHMMarbHy0 OLeHKyY, TO Harpaga npucyxxgaeTcs
Npon3BOANTENIO, KOTOPbLIN HE NOMyYan ee paHee, U ToOMy, KTO
nocrnegHMi pas nony4van ee paHblue Bcex ocTanbHbIX. Mpn
pac4yeTe nokasartensa TOlM-3 cepTudukat AV-Comparatives
COOTBETCTBYET NEPBOMY MECTY.

MpousBoomTeENsaM, HOMUHUPOBAHHBLIM Ha Harpaay «[poaykT
roga», HO He Nony4YMBLUUM ee, NpUucyxaaeTcd 3HaK Ka4ecTBa
Outstanding Product, koTophkin npu pacyeTe nokasatensa TOM-3
COOTBETCTBYET BTOPOMY MECTY.

MpownsBoaunTenb, YbK peLLEHMS 3a BECb TECT HAabpanv MUHUMYM
90 6annos, nony4vaet Harpagdy Top Rated. Mpu pacyeTe
nokasatenst TOl-3 aTOT pe3ynbTaT 3acYnTbIBAETCS 3a TPETbE
MecTo. [ponsBoanTENM, HE MONYYMBLUME OYKOB XOTSI Obl B OHOM
TecTe, U3 CpaBHEHMS UCKIOYaloTCS.

B koHUe roga nyylive nponsBoaANTENY aHTUBMPYCHBIX PeLLEeHNIA
HarpaxgarTcst Mmegansimu (3010Tor, cepebpsiHol 1 GPOH30BO)
3a OT/IMYHbIE pe3ynbTaThl No kaxagomy ns tectos: FDT, WPDT,
TECT NPOU3BOANTENBbHOCTU 1 TECT Ha yaaneHue Bpe4oHOCHOro
MO. PesynbTaTthl 3TUX TECTOB YXXe y4TeHbl B nokasatene TOl-3,
noaToMy MofyyvyeHne Meganen He BNnsieT Ha ero 3HadeHue.

C 2015 roga npu pac4yeTte nokasaTtens TOlM-3 no pe3ynbTatam
TecToB AV-Comparatives y4nTbIBalOTCA TONbKO Harpagpl.

TecT Ha 3awuTy OT BpegoHocHoro N0

OTOT TECT COCTOUT U3 [BYX YaCTEN: TECTUPOBAHME YPOBHSA
0BHapy>XeHns 1 TeCT Ha NnoxHble cpabatbiBaHus. Mpn
NPOXOXAEHUM TecTa NPOAYKTbI MOFYT NOMYyYUTb CreaytoLme
oueHku: Advanced+, Advanced, Standard unu Tested.

MpownssoauTenu, Ybn NPOAYKTLI NOMyYMnm oueHky Advanced+,
yBenuymBsatoT nokasartens TOlM-3.

WPDT: aMHamunyeckoe TeCTMpoBaHue 3aluThl,
obecneyMBaeMon BCEMN KOMNOHEHTaMM NPoAyKTa B
«peanbHbIX» YCIOBUAX

B TecTe NpodosKUTENbHOCTLIO NSATh MECSILEB Y4aCTBYIOT B
OCHOBHOM aKTyasbHble Ha MOMEHT TECTUPOBaHMWS BPeO4OHOCHbIE
Be6-canTbl M NporpaMMbl. Ha ypoBeHb 3aluuThl BIUSIOT BCe
KOMMOHEHTbI MPOAYKTa, U pesyrbTaThl NO3BONAT OLEHUTh
061y 3 EKTUBHOCTb 3aALUMTHBIX PELLUEHWUI B YCIOBUSIX,
MaKCUMarbHO NPUBMMKEHHbBIX K peanbHbIM.

Mpu NpoXoXAEeHUN 3TOrO TECTa NPOAYKTbI MOTYT MOMNYYnTb
cnepytoLume oueHkn: Advanced+, Advanced, Standard nnm
Tested. NpounsBoanTenu, Ysm NPOAYKTbI MOMYHUIIN OLEHKY
Advanced+, yBenuumsatoT nokasatenb TOl-3.

TecTpoBaHue 3aWuTbI OT (pULLMHIa

B xope TecTupoBaHunsi BOCMPOU3BOASTCA pacnpoCTpaHeHHbIe
cuTyauumm, B KOTOPbIX NOMNb30BaTeNb nonaraeTcsd Ha
aHTUVLLMHIOBbIE BO3MOXHOCTU 3aLLMTHBIX PELLUEHNI BO BPEMS
paboTbl B UHTEPHETE.

Mokasatenu TOIM-3 yBennunMBaoTCsa TOMbKO A1
npoussoanTenem, NPOAYKTbl KOTOPbIX NPOLUNY cepTUdmKaLmio.

+ TECTUPOBAHME NMPOAYKTOB AJ1A ANDROID

B xone aToro Tecta oueHMBaTCS BO3MOXHOCTM NpeAcTaBeHHbIX
B MarasuHe Google Play npunoxenuin ans obecneyeHms
6e3onacHoOCT! MOGUIMBHBIX YCTPOMCTB nog yrnpasneHvem Android.

Tpu npoayKTa € NyYLUM YPOBHEM 3aLUMUTbl U HAUMEHBLLUM
KONMMYECTBOM MOXHbIX cCpabaTbiBaHWI NOBbILLAIOT NokasaTtenu
TOr1-3 coOTBETCTBYIOLLMX NPOU3BOAUTENEN.

0630p MOOUIBLHOM 6e3onacHOCTU

B 0630p BX0AWUT TeCTUpOBaHMe 3amnTbl OT BpegoHocHoro M0,
a Takke oLeHKa JOMNOMHUTENBbHbIX BO3MOXHOCTEN (3awimTa oT
Kpaku, ncnonb3oBaHune 6atapen v ap.).

Tpuv NpogyKTa C NyyLMM YPOBHEM 3aLUUTbI 1 HAUMEHBLLLNM
KONMYeCTBOM NOXHbIX cpabaTbiBaHUI NOBbILLIAKT NokasaTenu
TOI-3 cOOTBETCTBYHOLLMX NPOU3BOANTENEN.

0630p GesonacHocTu Aana Mac

B aToM 0630pe npeacTaBneHbl (yHKLMOHAMNbHbIE BO3MOXHOCTU

pasnuyHbIX 3aWmUTHBIX NpoaykToB Ans Mac. OHKM oLeHMBaTCs No
YPOBHI0 O6HapyXeHUs Ha oTAenbHbIX Habopax BpegoHocHoro MO
anst Mac n Windows, a Takke no ypoBH0 NOXHbIX cpabaTbiBaHWUA.

Tpu npoayKTa € NyYLUM YPOBHEM 3aLUMThI NOBbILLAT
nokasatenu TOMM-3 cOOTBETCTBYIOLLMX NPOM3BOAUTENEN.

TecT Ha yaaneHue BpeaoHocHoro MO

B xope TecTa, KOTOpPbLIN NPOJOSHKAETCH BOCEMb MECHLIEB,
NPOBEPSATCS BO3MOXHOCTU YAANEHUSA U NTEYEHUS 3apaXKeHHbIX
hannoBs, a Takke yCTpaHeHNd NOoCneCTBUI 3apaXeHns — TO eCTb
yaaneHue BpegoHocHoro MO n ero octaTkos.

Mpy NpoxoxaeHnn 3Toro Tecta NPOAYKTbl MOTYT MOMNy4YnUTb
cnepaytowme oueHkn: Advanced+, Advanced, Standard nnm
Tested. NokasaTtens TOMM-3 yBenuyMBaeTcs TOMbKO AN TEX
npov3BoauTenew, Ybu peLleHns nony4mnu oueHky Advanced+.
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* TecTupoBaHMe KOpNoOpaTUBHbLIX peLleHUN 6e30nacHOCTU

TecTupoBaHue oueHnBaeT IPDEKTUBHOCTb Pa3NNYHbIX
KOpropaTMBHbIX NMPOAYKTOB 3aLLUWTbI, B TOM YMCIE TeX, KOTopble
peKnammnpyoTcs Kak NpoadyKTbl «HOBOTO MOKONEHMUS».
YUnTbIBaKOTCA Takme pesyrnbTaThbl, Kak ypOBEeHb 0OHapYyXeHusa ang
pasnunyHbix HabopoB BpenoHocHoro MO, Be6-canTos n
SKCMONTOB, a TaKke KONMYECTBO NOXHbIX cpabaTbiBaHUN.

Te NpogyKTbl, KOTOPbIE AOCTUMMM YPOBHS OOHapYeHus yrpo3 6e3
TNOXHOMONOXMTENbHbIX cpabaTtbiBaHui B 90%, ycneLHo npoxoaaT
cepTudmkauuio 1 noBbiwatoT nokasatens TOM-3
COOTBETCTBYIOLLUX NPON3BOANTENEN.

* TectTupoBaHne KOMNOHeHTa «PoAnUTEeNbCKUN KOHTPOIb»

OTOT TecT oLeHMBaeT 3PPEKTUBHOCTL 3aLUMTHBLIX MPOOYKTOB C
TOYKW 3PEHUSI HEBO3MOXHOCTU OCTYNA AETEN K HExXenaTenbHbIM
BebG-cartam. Mokasatenu TOMM-3 yBennumMBaoTCs TOMbKO ANs
npou3BoauTenen, NPOAYKTbI KOTOPbIX NPOLUY cepTudmKaLuio.

AV-Test

» Harpapa 3a ny4uwyro 3awmuTy notpedbutenbckmx n 6usHec-
npoAaykToB

MpucyxpaeTcs 3a ny4ylune pesynbTaTbl TECTUPOBAHUS 3alLUThLI B
TeyeHue roga Ha OCHOBaHWM Pe3ynbTaToB cepTUdUKaLmnm,
KoTopasi NpPoXoauT Kaxkable ABa Mecsiua. KoprnopaTueHble 1
noTpeGUTENbCKME NPOAYKTbI OLEHUBAKOTCS OTAENbHO. MpoayKThl,
noslyyMBLLME 3Ty Harpaay, NoBbIWAtT nokasatenu TOM-3
COOTBETCTBYHOLLMX NPOVU3BOAUTENEN.

Harpapa 3a CaMyH0 BbICOKYHO NpOU3BOAUTENIbHOCTL AnNA
HOTpeGMTeHbCKMX U KopnopaTUBHbLIX NPOAYKTOB

MpucyxpaeTcs 3a nyylume pesynbTaTbl TECTUPOBaHKSA B TECTax
Npou3BOAUTENBHOCTY B TEYEHME roAa, HA OCHOBaHWUN Pe3yrbTaToB
cepTudmrkaLmm, KoTopas NPoXoauT Kaxable ABa Mecsaua.
KopnopaTvBHble 1 NoTpebutensckve NpogyKTel OLEHNBAKTCS
oTgenbHo. [MpogyKTbl, NONyYMBLUME 3Ty Harpady, NOBbILLAT
nokasarenu TOMN-3 COOTBETCTBYIOLLMX NMPOU3BOANTENEN.

Harpapa 3a makcumanbHoe yqo6CcTBO MCNONb30BaHUA Ans
noTpeoGuUTEeNbLCKUX N KOPNOpPaTUBHbLIX NMPOAYKTOB

Harpapa npucyxgaeTcs 3a nydwme pesynbTaTbl B TECTMPOBAHUN
yao6cTBa B TeYEHNe roga Ha OCHOBaHUN pe3ynbTaToB
cepTudukaLmmn, KoTopas MPOXOAUT Kaxkable ABa Mecsua.
Ypo6cTBO NOTPebMTENLCKMX 1 KOPNOpaTHBHBLIX NPOAYKTOB
oueHuBaeTcs oTAenbHo. MNpoayKkThl, MoNyYMBLUME 3Ty Harpagy,
nosbiwatoT nokaszateny TOMM-3 coOTBETCTBYOLNX
npoussoanTenen.

Harpapa 3a nydllee BoCcCTaHOBJ1IeHUe

Harpapa npucyxgaetcs 3a nyJdlune peaynbTaThl B TecTax Ha
BOCCTaHOBMEHWE CUCTEMbI MOCIE 3apaXkeHwsl, NPOBOAVMbIX B
TeueHve roga. IHTerpupoBaHHble 1 cneumanvampoBaHHble
noTpebutensckre NPoayKTel TECTUPYIOTCS OTAENbHO. MPOoayKTbI,
nonyuYuBLLKe 3Ty Harpady, NoBbilLaloT nokasatenu TOM-3
COOTBETCTBYIOLLMX NPOVN3BOAUTENEN.

Nyywumn npoaykr ansa 3awutbl yctponcts Android

OTa Harpaga npucyxgaeTcs 3a UCKIMIoUUTENbHbIE pe3ynbTaThl B
TeCTUpOBaHuAX 3awmTbl ycTponcts Android B TeyeHue Bcero
roga. [NpoaykTbl, NonyyYmnBLLMe 3Ty Harpaay, noBblLaoT
nokasatenu TOMM-3 COOTBETCTBYHOLLMX MPON3BOAUTENEN.

[ByxMecsiuHasa cepTUdUKaLMA NOTPeGUTENbCKUX U
KOpnopaTUBHbIX NPOAYKTOB

OTOT TECT NPOBOANTCHA B TEeUYEHUE rofa B MOTPeOUTENbLCKOM 1
KOpPMopaTMBHOM CEerMeHTax 1 AennUTCs Ha LWeCTb ABYXMECSYHbIX
cepTudmkaumin. B xoge TeCcTMpoBaHus OLLEHUBAOTCS YPOBEHDb
3aLUUTbI, MPON3BOAUTENBHOCTL U yO0OCTBO UCMONBb30BaHUSA
NpPOAYKTOB-Y4aCTHMKOB. KOHEUHbIV pe3ynbTaT ckilagbiBaeTcs U3
CYMMbl OYKOB, MOMyYEHHbIX 3@ TECTUPOBAHNS B KaXKO0W U3
kaTeropuii. Tpy NpoAyKTa ¢ MakcMMarbHbIM pe3yrbTaToM
nosbiwatoT nokasateny TOMM-3 cooTBETCTBYOLNX
npousBoanTenen.

* TecTupoBaHue NPOJYKTOB ANA 3aWUTbl MOOUITbHbIX
yctpounctB Android

OTOT TeCT NPOBOAMTCS B TEYeHWe rofa, B LWeCTb 3Tanos no Asa
Mecsua kaxabln. B xoae TecTpoBaHus OLEeHMBaOTCS YPOBEHb
3awmThl, yao6CTBO NCMONb30BaHMA (BKINOYas nokasarenm
NpOn3BOANTENBHOCTU U KONUYECTBO NOXHbIX cpabaTbiBaHuii) 1
PyHKUMOHaNbHbIE BO3MOXXHOCTU NPOAYKTOB.

KoHeuHbIi pe3ynbTaT cknagbiBaeTcs U3 CYyMMbl OHKOB,
NMOMyYeHHbIX 3a TECTMPOBAHUSA B KaXKA0N 13 kaTeropui. Tpu
npoayKTa Cc MakcumarsbHbIM pe3ynbTaToM MOBbILLAKT NokasaTenu
TOI-3 cOOTBETCTBYHOLLMX NPOU3BOANTENEN.

TecT poauTenbCcKOro KoHTponsa ans ycrpomcts Android, iOS
nm Windows

OT0T TecT oueHMBaeT apeKTUBHOCTL BroKMpoBaHMS
3alMTHBIMY NPOAYKTaMU JOCTyNa AeTEN K HexenatenbHbiM BeO-
cavtam. MNMokasatenu TOMM-3 yBennunmBaoTcs TOMbKO AN
npoussoauTenen, NPOAYKTbI KOTOPbIX NPOLLMM cepTUdUKaLULO.

CpaBHMTeanoe TecTupoBaHue BOCCTaHOBIIeHUA

TecT, NpoBeAeHHbIV NO 3akasy NPon3BoaUTENS, OLleHMBaET
YMEHME NPOAYKTOB YCTPaHATb U3MEHEHUS B 3apakeHHOM
cucteme.

Tpw npoaykTa ¢ NyvywmMMn nokasaTensamMm BOCCTAHOBIEHNS
noBbILatoT nokasatenu TOM-3 COOTBETCTBYHOLLNX
npovsBoanTenen.

* TecT 3aWMTHbIX NpoayKToB Ans Mac

OTOT TecT oueHNBaeT 3aLUMTHbIE BO3MOXHOCTU NPOAYKTOB ANs
OC Mac X no ypoBHt0 06HapyxeHusi BpegoHocHoro MO. Tpu
npoAyKTa ¢ MakcMmarbHbIM pe3ynbTaToM MOBbILLAKT NokasaTenu
TOr-3 coOTBETCTBYIOLLMX NPOU3BOANTENEN.
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SELabs (paHee usBecTHa Kak Dennis Technology
Labs) B xofe 3Toro TecTta OLEHNBAETCs BO3MOXHOCTb 3aLLMUTHBIX

- MonHas oueHka n cepTudmkaumat Virus Bulletin

° TeCTVIpOBaHVIe KOpnopaTUBHbLIX 3alUTHbLIX NPOAYKTOB
° TeCTVIpOBaHVIe ﬂOTpGGVITeanKVIX 3aWMTHLIX NPOAYKTOB
* TeCTVIpOBaHVIe 3alLMTHbLIX NPOAYKTOB AndA manoro 6usHeca

B atux TECTUPOBaAHUAX NPOOOITKUTENIBHOCTBLIO TP MecdLla
cpaBHMBaeTCca 3PHEKTUBHOCTb NPOAYKTOB AN 3aLUUTbI OT
BpeaoHocHoro MO, npeanaraembix M3BECTHbIMU
Npon3BOANTENSAMM peLleHnn ansa obecneveHnsa 6e3onacHoCTU.
MpoayKTbl UCMBITLIBAIOT B CpeAe C MHTEPHET-yrposamu,
aKkTyanbHbIMK B Nepuog TeCTUPOBaHWA. JTa cpefa UMUTUpyeT
pearnbHble yCNnoBUA, MakCumMasribHO TOYHO OTpakas
Bsammoueﬁcmme C Nosnb30oBaTesieM. PeayanaTbl MOKa3bIBaAKT,
CMOCcOOHbI NN npoAyKThbI obecneunTb 3alNnTy B pearbHbIX
YCIoBUAX, Hanpumep npu NoceLLeHnn Nosib3oBarterem
3apakeHHoro cavita. TecTupoBaHMe BKITOYAET ABa pasgena: Tect
Ha 06Hapy>KeHV|e N TECT HA Hann4yme noXXHOoNoNoOXUTENbHbIX
cpabaTbIBaHWNA.

Tpu npogyKTa ¢ CaMbIM BbICOKMM YPOBHEM TOYHOCTU
(BblUMCIIsiIEMbIM Ha OCHOBE GanmoB, NoNy4YeHHbIX 3a 06a pasgena
TeCTUpoBaHus) NoBbILwaoT nokasatenu TOMNM-3 COOTBETCTBYIOLLMX
npovssoanTenen.

MRG Effitas

» CepTudpmkaumsa pelieHUn ans 3awmTbl CUCTEM OHJIaNH-
6aHkuHra/6paysepoB’

TecT oueHnBaeT apPEKTUBHOCTb 3aLLUUTLI OT BpedoHOoCcHoro N0
AN PUHAHCOBbLIX CUCTEM C MPUMEHEHNEM Pa3NNYHbIX
WHCTPYMEHTOB M B Pa3fMYHbIX CLIEHapUsIX: B "pearbHbIX
ycroBusix", Habopbl AENCTBYHOLLErO (PMHAHCOBOIO BPEAOHOCHOTO
MO, aTaka 6oT-ceTen, CUMynaALUUA METOAO0B NepexesaTa
KOH(maeHUManbHbIX AaHHbIX. TONbKO NPOAYKThIl, YCNeLwHO
npoLuejLuve nepeble ABa aTana, noyyarT cepTudukaumo n
noBbILWatoT nokasatenb TOM-3 COOTBETCTBYHOLLNX
npou3BoanTenen.

NPOAYKTOB NpefoTBpaLlaTb NepBoHaYanbHoOe 3apaxeHune un
n3MepseTcs BpeMs, 3aTpaynBaemoe Ha obHapyxeHne
BpeaoHocHoro 10 B cucteme ¢ HapyLLEeHHOM LIeNOCTHOCTBIO U Ha
nocrneaymllee BOCCTaHOBIIEHNE CUCTEMBI. DTOT TECT 3aMeHsAET
npexHuin Tect «OLeHka CKOpoCTU OBHapyXeHus 1
HenTpanuaauum yrpo3». Mokasartenu TOI-3 yBenuumsaroTcs
TONbKO ANA NPOM3BOAUTENEN, NPOAYKTbI KOTOPbIX MPOLLN
cepTudmKaumio.

CpaBHuTenbHas oueHKa 3ththeKTMBHOCTU KOPNOPaTUBHBLIX
HabopoB nporpamMm 3almuTbl NPOTUB NPOrpamMMm-
wncpoBanbLINKOB B pearibHbIX YCIIOBUAX

TecT, NpoBeeHHbIN Mo 3akasy «JlabopaTopun Kacnepckoroy,
OLEeHMBaEeT BO3MOXHOCTb NPOAYKTOB 0OHapYXnTb B CUCTEME
nporpaMMbl-BbIMOraTenu n ycTpaHuTb NOCNeACTBUS 3apaXeHus.
MpoAyKTbl C CaMbIM BbICOKMM YPOBHEM 3aLLUThl OT MPOrpamm-
BbIMOraTenen (BbIMMCINSAETCA HA OCHOBE 6anmnoB, NOMy4YeHHbIX 3a
TECTbl Ha yCTpaHeHWe NocneacTBuii n AelwmndgpoBky dainos)
noBbiwatoT nokasaTtens TOMM-3 cOOTBETCTBYHOLLMX
npoun3BoanTenen.

MonHoe TecTMpoBaHue 3pPpeKTMBHOCTU aHTUBUPYCHOMN
3awmTbl Android

TecT oLUeHNBaET BO3MOXHOCTY 3aLLMUTHbBIX MPUITOXEHWI NS
MOOMITbHBIX YCTPONCTB NO OOHAPYXKEHNIO BPEAOHOCHbIX MPOrpaMm
00 VX YyCTaHOBKMW. Tpu NpOAYyKTa C JTyYLLUM MPOLIEHTOM
obHapyxeHus nosblwatoT nokasateny TOM-3 COOTBETCTBYHOLLNX
npoussoanTenen.

» CpaBHuUTenNbHbIN 0630p 1 cepTudukaumna VB100

TecTbl NpoBOAATCA KaXable ABa MecsLa OQHOBPEMEHHO ANs ABYX
Bepcuii Windows: Microsoft Windows 7 1 Microsoft Windows 10.
[Mpn aTOoM TecTUpytoTCS pasnuyHbie TUMbl NPOAYKTOB. Kaxabin
NPOAYKT, KOTOPbIV YCMELIHO NPOXOAUT cepTudUKaLmio, NoBbiLIaeT
nokasartenb TOl-3 cooTBETCTBYOLLErO NPON3BOAUTENS.

ICSA Labs

» Ceptuchnkauma peweHnn no 3awmTe oT NepeaoBbIX Yrpo3

TecT nsmepsieT agHeKTVBHOCTb NPOAYKTOB Ge30nacHOCTM Npu
0BHapYXEHNM HOBbIX 1 ManoW3BECTHbIX Yrpo3, MpuYem
YYNTLIBAETCS U KOSNIMYECTBO NOXHbIX cpabaTbiBaHmii. Kaxapbii
NPOAYKT, KOTOPbIN YCMEeLHO NPOXOoANT cepTudUKaLuio, MoBbILaeT
nokasatenb TO[MM-3 COOTBETCTBYIOLLENO NPOM3BOAUTENS.

PCSL (PC SECURITY LABS)

» TecTupoBaHue 3aWMTHbIX NpoAaykToB AnsA Android?®

B TecTe oueHMBalOTCS NPOLLEHTLI OOHapPYXeHUs 1
TNOXHOMONOXNUTENbHBLIX cpabaTbiBaHWI AN MOOUbHbLIX
npoaykToB. Tpu NpoAyKTa € NMyyM YpOBHEM OBHapYXeHUs 1
HaVMEHbLLMM KOJNTMYECTBOM JOXHbIX cpabaTbiBaHMI NOBbILIAKOT
nokasatenu TOl-3 cOOTBETCTBYHOLLMX NPON3BOAUTENEN.

Mpw pacyeTe nokasatenst TOM-3 He yunTbIBaNUChb AaHHbIE 0630POB 3a
YeTBePThLIN KBapTar, He onybnnkoBaHHbIE K MOMEHTY OCTaHOBKM c6opa
[aHHbIX.



MOJNTHbIA CMUCOK NPOU3BOAUTENEWN, NPUHABLUMNX YYACTUE B
USMEPEHWU MOKASATENA TOI-3

« 1E * Bornaria * Enigma Software Group * Intego * Mobile Agency * Rising * Viettel Security
* AegisLab * BullGuard » eScan * Invincea * MSecure Data Labs » SafeDNS * VIPRE
» AhnLab » CA Uber Apps * ESET * |Obit * NANO » Safer Networking » Watchdog
» Al Max Dev Labs » Carbon Black * ESTsoft * lobit Mobile Security * NOAH Security * Salfeld * Webroot
* AiDevLab » Check Point * Faronics  JusProg * nProtect » Secucloud * WeMakeltHappen
* Alibaba * Cheetah Mobile * Fast Track * K7 * NQ mobile » SecureTeen * WhiteArmor
* Antiy Labs * ClamXav * FireEye * «J1labopatopus * NSHC * SentinelOne » Witigo
Kacnepckoro»
* Apple * Clearsight * Fortinet * ONE App Limited * Seqrite * Wontok
* Kiddoware
* ArcaBit » Comodo  Fotoable * Palo Alto * Sophos » Z Security Apps
* Kingsoft
» Ars Nova Systems « CompuClever * F-Secure » Panda Security * STOPzilla * Zemana
* KromTech
* Avast » ContentWatch * G Data » PC Pitstop » Super Security Tech » Zerospam
 Lavasoft
* Avc Security * CrowdStrike * GO Security » PCKeeper * Symantec * Zilyal
e Libra
* AVG * Cylance * Google » Pocao * TeamViewer » Zoner
* LINE
* Avira * Cyphort * Gpaddy * Pribno * Tencent
* LionMobi
* Baidu * CYREN » Green Booster  ProtectWorks AntiVirus * TGSoft
 Lookout
* Barracuda » Defenx * Heise » PSafe * Total Defense
* Malwarebytes
* Bastiv * Dr.Web * Hi Dev Team * Qihoo 360 * Trend Micro
* McAfee
* Bitdefender * DU Apps Studio * HitmanPro * Quarri * TrustGo
* Microsoft
* BitMedic * Emsisoft * IBM * Quick Heal * Trustlook
* Microworld
* BKAV * EndGame * |karus * Qustodio * TrustPort

* Mobicip



